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MODELS OF CONSCIOUSNESS

AND THEIR IMPLICATION

ON THE POSSIBILITY OF
ARTIFICIAL CONSCIOUSNESS
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FORTN[AI]GHTLY NEWS

. The world's most responsible Al Model

2. Midjourney considers banning Biden &

Trump generations

3. Nightshade & Glaze — Offensive and

defensive content

4. Google MusicRL with RLHF
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MIDJOURNEY CONSIDERS BANNING
TRUMP & BIDEN GENERATIONS
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GLAZE — DEFENSIVE CONTENT ALTERATION
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Abstract expressionism
by Norman Bluhm
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HOW PERTURBINGI?

\u Glaze: Protecting Artists fromyStyle Mimicry by Text-to-Image Models O/
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HOW CONFOUNDINGI?

Mimicked art GLAZE target Mimicked art

Original artwork style when GLAZE is used
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Artist A
(Karla Ortiz)

Artist B
(Nathan Fowkes)

Artist C

(Claude Monet) g
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' NICTIUTSHADE or DYWALE.

NIGHTSHADE — POISONED DATA

Text-to-image
model (poisoned)

Poison data
(image/text pairs)

‘| Poison Algorithm [ 1 Upload

Generate poison data

to disrupt concept C :l

Internet
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a) Generating poison data and post online  b) Trainer trains model using data c) Model fails to generate
from the Internet correct images






Concept (Dog)
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DSCALE.

Freq. Freq Freq Freq
night | 020%

0.17% 0.036°%
0.13%
dragon 0.049% 0.104%

0.012%

Table 1. Word and semantic frequencies in LAION-Aesthetic, for 10 concepts
sampled from the list of most queried words on Midjourney [1].

i;;u — word frequency
0.83% semantic frequency
0.42%
0.17%
0.08%
0.04%
0.02%
0.01%
0.004%
0.002%

Frequency

0 1K 2K 3K 4K 5K 6K 7K 8K 9K 10K
Word Sorted by Corresponding Frequency

Figure 2. Demonstrating concept sparsity in terms of word and semantic

frequencies in LAION-Aesthetic. Both show a long-tail distribution. Note

the log scale on both Y axes.

SPARSITY ALLOWS POISONING

"For the vast majority of
concepts, including
common objects and
styles that appear
frequently in real-world
prompts, each is
associated with a very
small fraction of the total
training set, e.g., 0.1%
for “dog” and 0.04% for
“fantasy.”



POISONED CONCEPTS
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BLEED THROUGH

L2 Distance to Average Number of  Average CLIP attack success rate
poisoned concept(D) Concepts Included 100 poison 200 poison 300 poison

D=0 To 96% 97%
0<D<3.0 To 94% 96%
30<D<6.0 To 79% 88%
6.0<D<9.0 : 22% 36% 55%
D=>9.0 ' 5% 6%

Poisoned Concept Related Prompts Un-related Prompts (control group)

A painting by A castle in the A painting A chair A castle

Fantasy art
T Michael Whelan A drogon Lord of the Rings by Van Gogh

Poisoned
Model
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SUCCESS RATE VS. SIMPLE ATTACK

- ‘Nightshada Attack —— Nigh;tshade j!mack —-
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Figure 8. Nightshade’s attack success rate (CLIP- Figure 9. Nightshade’s attack success rate (Human-
based) vs. # of poison samples injected, for LD-CC rated) vs. # of poison samples injected, for LD-CC
(train-from-scratch). The result of the simple attack (train-from-scratch).

is provided for comparison.
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| ﬁ DeepMind

MUSIC RL



https://google-research.github.io/seanet/musiclm/rlhf/
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\DAI-FORUM:
\O FUTURE OF Al-PHI

® Mini Al-PHI Workshop, “fun” activities |

(movie night etc)
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* Time / Day:

hitps:/ /strawpoll.com/wAg3Av]eOy8

* Website
https:/ /docs.google.com /document /
d/1fotcSNcBP69- 7
QhLVEthIZhgxFzji4YniAvxwy5vsoNTQ
/edit2usp=sharing
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